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NNOJIOXEHHUE
[0 OPraHU3auMM M NMPOBEAEHMIO PAaboT MO odecneyeHUIo 6e30MacHoCTI
NePCOHAIBHBIX JAHHbIX NPU UX 00padoTKe B MH(MOPMALMOHHBIX CUCTEMAX
MEePCOHAIBHBIX JAHHBIX AJMMHUCTpALMKU ropoacKoro okpyra CrpexxeBon

1. OBIUME NNOJIOKEHUW S

1.1. Hacrosiuiee TlonoxeHye no opraHusaumuu M npoBeneHuio padbor mo
obecrnieyeHmio HE30MACHOCTY TMePCOHaJbHbIX AAHHBIX MNpU  uX 0OpabOTKe B
MHQOPMAUMOHHBIX CUCTEMaxX MepPCOHANbHBIX AaHHbIX AIMMHMCTpPaUMM TCOPOACKOIO
okpyra CrpesxeBoit (nanee - [lonoxkenue) paszpaboTaHo B COOTBETCTBUM C
PenepasbHbIM 3aKOHOM ot 27.07.2006 Ne 149-®3 «0O6 uHpopmanmu,
MHPOPMALIMOHHBIX TEXHOJIOIMIX M O 3awuTe uHbopmaumuy, OegepanbHbIM 3aKOHOM
or 27.07.2006 Ne 152-P3 «O nepcoHanbHbIX JaHHBIX », [TOCTAHOBICHUEM
ITpaBurennctsa Poccuitckon @Pepepaumu ot 15.09.2008 No 687 «O6 yTBepskaeHnu
[Tonosxkenust 06 0coBeHHOCTIX 06PaBOTKU MepCOHaNbHbIX AaHHbIX, OCYLLIECTBASEMON
6e3 UCMOAL30BaHUs CPEeACTB aBTOMAaTHM3auMu», nocraHosneHuem IlpaBurenncrsa
Poccuitckont Pepepauun ot 01.11.2012 Ne 1119 «O6 yrBepsxaenuy TpeboBaHUIL K
3aLMTe TNepCOoHANbHbIX AAHHBIX NPU MX 00paboTke B UMHOOPMALMOHHBIX CUCTEMAX
NEePCOHAaNbHBIX JaHHbIX», TocTaHoBeHueM [IpaBurtenbctBa Poccuiickon Depepauym
ot 21.09.2012Z Ne 211  «O6 yTBepKaeHUM Iepeudst Mep, HalpaBieHHbIX Ha
obecrieyeHue BbITOAHEHU 00A3aHHOCTEN, NpeayCcMOTpeHHbIX DeflepanbHbIM 3aKOHOM
«O nepcoHaNbHbIX AAHHBIX» M MPUHATBIMU B COOTBETCTBMM C HUM HOPMaTVBHbIMU
[IpaBOBbIMM  aKTaMu, ONeparopami, SIBJASIOUMMUCS  T[OCYHapCTBEHHBIMM UK
MYHMIMINAAbHBIMU OpraHamms», fnpyvkasom QegepanbHoi C/IyKObI 10 TeXHUUECKOMY U
IKCnopTHoMmy  KoHTposio ot 18.02.2013 Ne 21  «O6 yrBepkaenun  CocraBa U
ColepKaHusi OPraHM3aLMOHHBIX M TeXHUYECKMX Mep 1o obecrneyeHuio 0e30macHOCTM
MepCoHaNbHbIX [AaHHBIX Npu ux 00padboTke B UHOOPMALMOHHBIX CUCTEMAX
MepCOHANBHbBIX AAHHBIXY.

1.2. Henp paspaboTku HacTosiuero IlofaodkeHUst - yCTaHOBJIEHME HOPAIKA
opraHMsaluuy U nposeaeHust paboT no obecreveHuio He30MacHOCTM MEePCOHATBHbIX
paHHbIX (panee — [1/IH) B MHOOPMALIMOHHBIX CMCTEMaX MepPCOHabHbIX JaHHbIX (Hasiee
- VCITn) Anmuuaucrpauuy ropojackoro oxkpyra CrpeskeBoit (manee — yupexzaeHue)
Ha MPOTSLKEeHUU Beero skusHenHoro uykna UCITIH.

2. TEPMWHBI U ONIPEJEJIEHUS

2.1. B nuacroswem [lonoskeHuy MCnonb3yloTCs CJIeAYIOLMe TEePMUHbLI M UX
onpeneseHus:

Wndopmauymonnas cucreMa MNepCOHAJIBHBIX JAHHBIX - COBOKYIIHOCTD
comepykaluyxcst B 6a3ax [AaHHbIX MepPCOHANbHBIX JaHHbIX M OOeCneuyBalonMx UX
06paboTKy MHPOPMAUMOHHBIX TEXHOJOIMIA M TEXHMUECKUX CPENCTB.

KonduaeHnuanbHOCTh NEPCOHAIBHBIX JAHHBIX — 00s3arejibHOe [AJid
CcOBMOAeHS ONEePATOPOM UM UHBIM MONTYUYUBILMM JOCTYI K IT€PCOHAMbHbBIM JAaHHbIM
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JMUOM TpeDOBaHMe He JMOIMYCKaThb MX pacipocrpaHeHue 0Oe3 cortacusi CcyObexra
NEePCOHAIbHBIX AAHHbIX MM HaAMUMs MHOrO 3aKOHHOrO OCHOBAHMsSI, €C/IM MHOE He
npeaycMOTPeHO denepalbHbIM 3aKOHOM.

MeskceTeBOM 3KPAH - JIOKa/JbHOEe (OAHOKOMIIOHEHTHOE) MU PYHKIMOHATbHO-
pacrpefiesieHHOe [porpammHoe (IporpaMMHO-aniapaTHoe) CpeacTBO (KOMIIeKC),
peanuayiollee KOHTpOAb 3a MHbOpMauueln, NoCTynalouwenr B MHOOPMAUNOHHYIO
CUCTEeMY 1epPCOHAaAbHbIX AaHHbIX U (MJIM) BbiXOAsEN U3 MHGDOPMALMOHHON CUCTEMDI.

HecaukuMoOHMpoOBaHHbIA [JOCTYNT (HECAHKLUOHWUPOBAHHbIE JENCTBUS) -
JOCTYIl K MHbOpMaUuM WM AEeUCTBUS C MHbOpMauuen, Hapylialouiie IpaBuia
pasrpaHuyeHyss JOCTyIMa C MCIOJIb30BaHMEM IUTATHBIX CPEACTB, MPenoCTaBJIseMbiX
VHOOPMAUMOHHBIMM CUCTEMAMM IT€PCOHAIbHBIX JaHHbIX.

O06paboTKa NepCOHATbHBIX JAHHBIX — AelcTBUS (ornepauyu) ¢ nepcouanbHbIMu
JaHHbIMM, BKRIIOYas COOp, 3anuch, CUCTEMaTU3aUMIO, HaKoIJleHue, XpaHeuue,
yTouHenue (OOHOBJIeHMe, M3MEHEeHUue), W3BJAeYeHue, MCIOIb30BaHue, Iepenavy
(pacrpocTpaHeHue,  TpenoCTaBjieHue,  OOCTYM),  OJOKMPOBaHUe,  yAaleHUE,
YHUUTOXKEHME NIePCOHATbHbBIX JaHHbIX.

OnepaTop - rocyapCTBEHHbIN OpraH, MyHMIMITaJIbHbIA OpraH, I0puanyecKoe
Wi pusnyeckoe JMLO, CAaMOCTOSITe/IbHO Wi COBMECTHO C [JAPYIrMMM JIMLAMMU
opranusymomye u (Win) OCyuIeCcTBAAIoUIMe 0OpabOTKY TMepCOHaNbHbIX HaHHbIX, a
TaloKke  onpenensiouue e  0O6paboTKM  MEepPCOHANbHbIX  HAHHbIX, COCTaB
NepCoHalbHbIX  AAHHbIX, Nomaexawmx  o6pabortke, JeucTBug  (onepaunn),
coBeplliaeMble C ITePCOHAbHbIMY JaHHbIMU,

Texumueckue cpegcrsa WMHOOPMAUUOHHOM CUCTEMblI NEPCOHATBHbBIX
JAHHBIX — CPEJCTBA BbIUUCIUTENbHOM TEXHUKYM, MHOOPMALIMOHHO-BbIUMUC/IATE/IbHbIE
KOMIUIEKCHI M CeTH, CPencTBa M CUCTeMbl Iepenauyy, npuema u obpaborku [1JH
(cpepcTBa M CMUCTeMbl 3BYKO3anucCu, 3BYKOYCHIEHMSI, 3BYKOBOCIIPOM3BEAEHMS,
NeperoBOpHbie ¥ TeJIeBM3MOHHbIE  YCTPOWCTBA,  CpPEACTBa  M3rOTOBJIEHMS,
TUPOKUPOBAHUSA JOKYMEHTOB U [pyrue TeXHMUYeCKue CpencrBa oOpadoTKu peyeBowH,
rpaduyeckoit, BUaeo- 1 OyKBeHHO-UMMPOBOI MHbOPMaLUMK), TporpaMMHble CpencTBa
(onepaunoHHbIe CUCTEeMbI, CUCTEeMbl yrpabaenus 0aszamy AaHHbIX M T.M.), CpeACTBa
3alUTbhl MHGOpMaLun).

Ilepconanpupie gaHHble — n100asgs MHPOpPMaUUsl, OTHOCSLIASCS K MPIMO WK
KOCBEHHO OMpeaeieHHOMY WM onpeaessieMoMy GU3nyeckomy Juily (CyObexTy
NepcoHanbHbIX AAaHHbIX).

IHonp3oBartesns uMHPOPMAUOHHOM CUCTEMBI NEPCOHAJBHBIX AAHHBIX -
JAULO,  yyacTBymouiee B (DYHKUMOHMPOBAHMM  MHPOPMAUMOHHOU  CUCTEMBI
NEePCOHAIBHBIX HaHHbIX MJIM UCIIOJb3YIOLIee Pe3yIbTaTh! ee QYHKUMOHMPOBAHMA.

Pecypc MHPOPMANMOHHON CUCTEMBbI — MMEHOBAHHbIM 3/IEMEHT CUCTEMHOrO,
NPUKIQIHOrO WM anfnapaTHOro obecreyerus byHKIMOHUPOBAHUSA MHPOPMaUMOHHOU
CUCTEMBI.

CpencrBa BBIYMCIUTEIBHOU TEXHUKM - COBOKYINHOCTH TPOrPaMMHbIX U
TeXHUYEeCKMUX JIeMEHTOB cucTeM 00pabOoTKM JaHHbIX, CNOCOOHBIX (PYHKUMOHMPOBATD
CaMOCTOSITeTbHO MIM B COCTaBe APYTUX CUCTEM.

Vrpo3bl 6e301acHOCTY NePCOHAIBHBIX JAHHBIX - COBOKYIHOCTL YCJIOBMU U
$haKkToOpOB, CO3AAIOLIMX ONACHOCTh HECAHKLMOHYPOBAHHOrO, B TOM YMC/e C/IY4anHoro,
NOCTYNAa K T[epCOHANAbHbIM [JaHHbIM, pe3yJbTaTOM KOTOPOrO MOXeT CTarb
VHUUTOKEHMEe, Uu3MeHeHue, OJIOKMPOBaHMe, KOMMPOBaHME,  paclpocTpaHeHue
MepPCOHAIbHBIX JAHHbIX, 4 TAK)Ke MHbIX HECAHKLMOHMPOBAHHbBIX AENCTBUHA NpU MX
0b6paboTke B MHPOPMALUMOHHON CHCTEME NePCOHANbHbIX AAHHBIX.
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YHUYTOKEHME MEePCOHANbHBIX JAHHBIX — AEHCTBMS, B PE3Yy/AbTaTe KOTOPLIX
CTAaHOBUTCH HEBO3MOXHbBIM BOCCTaHOBUTbH COZEPRAHUE [ePCOHANbHBbIX [aHHbIX B
MH(MOPMALIMOHHON CUCTEeMe MepCOHANbHBIX NaHHbIX M (WiM) B Pe3yabTaTe KOTOPbIX
YHUUTOXKAIOTCSE MaTepUaibHble HOCUTENU NTePCOHATbHbIX JAHHbIX,

YpoBeHb 3alIMUIEHHOCTM NEPCOHANbHBIX JAHHBIX - KOMIUIEKCHbBIN
[I0Ka3aTesb, XapakTepu3yioumit TpeboBaHusl, MCIIOJHEHUE KOTOpbIX obecrieumsaer
HeuTpaamM3auuio onpeneneHHbiX yrpo3 6e30MnacHOCTY NepCOHaNbHbIX JAaHHbIX MPU UX
006paboTKe B MHGDOPMALMOHHBIX CUCTeMaX MePCOHAbHbIX JaHHbIX.

Vreurka (Gammmaemoin) uH@OpManmMm no TEXHMUYECKUM KaHajdaMm -
HEKOHTpOJIMpyeMOe paclpocTpaHeHue yuHOGOpMaumuyu OT HOCUTES 3allyiliaeMon
uHbopMauuM  4Yepe3  (Gu3MUECKyl0  cpeny A0  TeXHUYEeCKOro  CpejacTBa,
OCYLLIeCTBJIAIOLIEro nepexsar nHGopMaluu.

HenocrHocre unadgopmanmmu - CrnocobHOCTb CpencTBa  BbIYMCIUTE/IBHON
TEXHUKM UMK MHPOPMAIMOHHONM CUCTeMbl 00eceunBaTh HeM3MEeHHOCTb MHPOpMaLuu
B YCJAOBUSX CJIYYaMHOTO U (MJIU) TpefHaMepeHHOro UCKaXXeHust (paspylLeHns).

3. HOPSIAOK OPTAHU3AIIUHU U ITPOBEJEHUS PABOT I1IO
OBECITEYEHUIO BE3OITACHOCTU INTEPCOHANIbHbBIX JAHHDBIX

3.1. Ilon opranmsaumeit obecneuenus 6esonacuocty 1100 npyu ux obpadborke B
WCITIn nonumaercs dbopMupoBaHMe U peayu3almsi COBOKYMHOCTU COTrJIaCOBaHHBIX
no  uenau, 3ajavaM, MeCTy ¥ BpeMEeHU OpraHM3alMOHHBLIX U TeXHUUEeCKUX
MepOTNpUATHUN, HAMTPABIeHHbIX Ha MUHUMM3ALMIO yiiepOa OT BO3MOYKHON peanusaumm
yrpos GeszonacHoctu I1/IH, peanusyeMbix B paMKax CO3JaBAEMOW CHCTEMbl 3allUThl
nepcoHaNbHbIX NaHHbIX (nanee — C3I1n).

3.2. C3I1[I1 BxAtovaeT B cebs OpraHu3alyMoOHHble U (MAM) TEXHUUECKME Mepbl,
onpenesieHHbie C YYeTOM aKTyaJlbHbIX yrpo3 o6e3zonacHoctu [I[H, ypoBHSA
saimiieHHoct  I1/IH, KOTOpbIT HeoOxoaMmo obecneyuTb, U UHGOPMALMOHHBIX
TEXHOJIOT U, UCTTONb3YEMbIX B MHGOPMAUMOHHBIX CHCTEMaX.

3.3. besonacnocts I1JlH npum ux obpadorke B MCIIn obecrneunpaer
yupexxaeHue wiu JIMUO, ocywectBasioiiee o6padorky II[IH 1nmo nopyueHuio
YUpeXKAeHUsT Ha OCHOBAHUM 3aK/IK4aeMOro ¢ 3TUMM JIMIIOM J[AOroBopa (nanee -~
YIIOJIHOMOYEHHOe Nui10). JIOrOBOp MEXIY YUpeskIeHUeM M YIOJTHOMOUYEHHbBIM JIMLIOM
JOJDKeH TpenycMaTpuBaThb 00f3aHHOCTb  YIIOJIHOMOYEHHOro auna o0becrneuuTb
6e3onacuocTb [1[1H npu nx 06padborke B MHOOPMALMOHHON CUCTEME.

3.4. Boibop cpepctB 3amurbl uHpopmauyu s C3IAH  ocyuwectBasercs
yupexxjeHueM B COOTBETCTBUM C HOPMATMBHBIMM IPABOBLIMM aKTaMM, MPUHSATHIMM
MenepanpHoU Cayxboit OesonacHoctu Poccuitckonn Pepepaumn (nanee - PCH
Poccn) u DepepanbHoy cnyKO0M MO TEXHUYECKOMY U 3KCMOPTHOMY KOHTPOJIIO
(nanee ~ GCTIK Poccun) Bo ucnonunenune Penepanproro 3akona «O nepcoHanbHbIX
JaHHbIX».

3.5. Crpyxrypa, cocraB 1 ocHoBHble Ppynxkuuyu C3TIIH onpenensiorcsi, ncxoas
13 ypoBHst 3amenHocty ITH mpu ux obpadorke B UCTIIH.

3.6. C3I1[1x cospmaeTcs B Tpu 3Tana:

Jran 1. IlpegnpoekrHoe obcnenosanue VICIIIH n pa3paboTka TeXHMYECKOro
3aganusg Ha cospanue C3IT/1n.

Aran 2. [IlpoextupoBanme C3I1[IH, 3aKynka, yCTaHOBKA, HaCTPOMKa
HeOoOXOAMMbIX CPeCTB 3a1UTbl MHPOPMALMNA.

Iran 3. Beoa UCITn ¢ C3TIH B 3KcriyaTaumio.
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3.7. Dran 1. TlpoBemenue npegnpoexTHOro oo6caegOoBaHUs M paspaborka
TeXHUYEeCKOro 3agauus Ha cospanue C3I1/H.

3.7.1. Ha3naueHue OTBETCTBEHHOro 3a opraHusauuio obpaborku I]IH
VYPEKIEHUEM.

3.7.2. Co3zpanye KOMUCCUY MO ONpee/IeHnIo YPOBHS 3amuiiennocty [1/1H npu
nx obpabotke B ICITAH yupexaenus.

3.7.3. Onpenenenue ueneit o6padotku 111 yupeskgenuem.

3.7.4. Onpenenenve mnepeyus WVICITn vyupexxgenus wu  cocraBa [I/n,
obpadaTtbiBaembix B UCITIH.

3.7.5. Onpepenenue nepedyns obpadbaTbiBaeMbIX yupexkaennem [1/1H.

3.7.6. Onpenenenue CpokoB 06paboTkm u  xpaHenus [1IH, wucxomgs w3
TpeboBanusi, uto [IJIH He HO/KHBI XPAHUTLCH [OOJblile, YeM 3TOro TPeOyIoT Lenn
o6paborku 3tux I1/1H, no goctmkennio Kotopsix [T/IH noanexat yHUYTOXKEHMIO.

3.7.7. Onpepnenennie nepeunss ucnonbsyembix B MCII[In (npennaraembix x
ucnonabszopauuio B VMCTI/IH) obiecucreMHbiX M NPUKAALHBIX TPOrPAaMMHbBIX CPEICTB.

3.7.8. Oupepenenne pexumon obpaborku I1[Ju B MCIIAH B uenom u B
OTHe/IbHbIX KOMIOHEHTAX.

3.7.9. Haznauenne oTBeTCTBEHHOro 3a obOecneuyeHue 6OesonacHoctn [IIH B
WUCTIH (nanee — OTBeTCTBEHHBbINA) A8 Pa3paboTKu M OCYLIECTBICHUS TeXHUYeC KX
MepornpusSTUI N0 opraHusauuu u odecneuvenuto 6e3onacHoctu [1[In mpu ux
obpaborke B UCTI/IH.

3.7.10. Hasnauenue OTBETCTBEHHOr O 3a 3KCIJIYATALUUIO CpencTB
Kpunrorpadguyeckomn s3aliuTbl MHGOpMauuy, obecneynBaioliero GyHKUMOHMPOBaHUE
u ©e30MacHOCTb CpencCTB Kpunrorpaduueckomn 3alLUTDI nHdopmauuy,

npefHasHayeHHbIX Aasi obecrneueHus OesonacHoctu [1[IH. YTBepkaeHue nepeuHs
JML, JAONYLIEHHbIX K paboTe cO cpencTBamy Kpuntorpadhuyeckom  3alyThl
uHbopMaluK, npegHasHayeHHbIMU 111 obecnedeHus GesonacHoctu [1dn 8 MICIH O
(nonb3oBaTesieit CPEeACTB KPUNTOrpaduyecko 3ainThl MHQOpMaLUK).

3.7.11. Onpenenexne nepevHst noMerieHnit, B Kotopbix pasmergensi MCITIH u
MaTepuasibHbie HocuTenu I1/0H.

3.7.12. Onpenenenue wkouduryparyuu u rtonosornun UCIIIH B uesom M mx
OTHEJIbHbIX KOMITOHEHT, Gbusdmyeckux, GyHKUMOHANbHBIX M TEXHOJIOTUUYECKUX CBS3ei
KaKk BHYTpM 3TMX CUCTEM, TaK M C APYIMMM CUCTEMaMy pasiMyHOro YPOBHSI U
Ha3HaYeHUsl.

3.7.13. Onpepenenvie TEeXHUYECKUX CPEACTB M CUCTEM, WCIIO/Ib3YEeMbIX B
WUCIIOH, Braroyas yCIOBUSI UX PACTIONOKEHMUS.

3.7.14, Dopmuposanye Texuuyeckux nacnopros UCIT/IH.

3.7.15. PaszpaboTka opraHmM3auMOHHO-PaCOPIAUTENbHBIX JOKYMEHTOB (fasee
- OP/l), pernameHTHUpYIOWMX Npouecc o6padoTky u 3ammThl [TH:

— IHonuruka B oTHOLIEHMM 06pabOTKM NEPCOHANTbHbBIX HaHHbIX;

— WHerpykuym  (OTBETCTBEHHOTO  3a  opranmsanmio  obpadorku  [1/0H,
OTBETCTBEHHOrO 3a obecnevenyue OesonacHoctn [1Jn B WCII[AH, mnons3oBartens
WCITH, OTBeTCTBEHHOrO 3a 3KCIUIyaTalMIO CPeACTB KPUNTOrpadmuecKkoy 3aliuThl
mHopmauumn);

— Pasgen DO/MDKHOCTHBIX MHCTPYKUMM COTPYAHMKOB YUYpEKZeHus B 4YacTu
obecnieyenust GeszonacHoctn I[IJIH npu mx obpaborke, BKIIOYAsk YCTaHOBJIEHUE
N1epCOHa/IbHOM OTBETCTBEHHOCTU 3a HapylueHust npasui odpadoTku I1/1H.

3.7.16. Tlonyuenue (npu HeobXxomumocTu) cornacus Ha obpaborky I1/ln
cyopekTom [1[1H, nognucanue obs3arenbCTBA O COBMIOAEHMM KOHPUIEHUMANLHOCTH



I1IH coTpynHUKaMK yUpesKkaeHus.

3.7.17. YrBepsknenue bopm yBepomnenuit cybvexktos I1u 1 Gopm kypHanos,
HeOOXOAMMBbIX B Lieisix obecrieueHus 6e3onacHoctu [1/H.

3.7.18. Onpenenenve ypoBHs 3awminenHoctv I1JJd npu ux ob6paborke B
UCITOH B cootrBercTBuM ¢ TpeGOBAHUAMU  [OCTaHOBAeHMs  [IpaBUTENLCTBA
Poccutickont @epepaumn or 01.11.2012 Ne 1119 «O6 yrBepskueHmnn TpeGOBaHWi K
3allMTe MepCOHAaJbHBIX JAaHHbBIX NpPU UX 00paboTKe B MHOOPMALMOHHBIX CUCTEMAX
NepCOHa/NbHbIX OAHHBLIX» (MOArOTOBKA UM YTREPIKAEHUE aKTa oTpenesieHus ypOBHS
sawmmeHHocT [TIH npu ux obpadoTre B CIIIH).

3.7.19. Onpenenenue Ttuna yrpo3s 6eszonacHoctn II[JH, akTyanbHbIX OIS
HQOPMAaUMOHHOM CUCTEMbI, C YUeTOM OLIEHKYM BO3MOYKHOIQ Bpela B COOTBETCTBUU C
HOPMAaTUBHBIMM TPAaBOBBIMM aKTaMy, NPUHATBIMM BO MucrnonHeHue @DenepanbHOro
3akoHa «O nepcoHanbHbIX AaHHbIX» o1 27.07.2006 Ne 152. OnpeneneHue yrpos
6esomacHocT II[IH B KOHKpeTHbIX VycaoBusxX dyHkuvonuposanus WCITIH
(paspaborka mopesen yrpo3s 6esonacHocty I1JH npu ux obpadotrke B UCITIH).

3.7.20. DopmupoBaHue TeXHUYECKOro 3amanusi Ha paspaborky C3I1Ju no
pesyJjibTaTaM NpeanpoeKTHOro o06C/ief0BaHUS Ha OCHOBE HOPMATUBHO-METOAMYECKMX
nokymeHToB PCTIK Poccuu 1 OCH Poccun ¢ yyerom yCTaHOBIIEHHOrO YPOBHS
3aumuerHocty 11 npu ux o6paborke 8 MCIH.

TexHuyeckoe 3aganue Ha paspadorky C3I1IH gomkno conepxars:

— obocHoBaHue paspaborku C3I1/H;

— MCXO[Hble  JaHHble co3paBaemoi  (mogepuusupyemoin) MCIIn B
TEXHUYECKOM, NPOTPaMMHOM, UHHOPMALIMOHHOM M OpraHm3allMOHHOM acreKkTax;

— ypoBeHb 3auuuieHHocty D1 npy ux obpadorke B UCIIH;

— CCbUIKY Ha HOPMAaTMBHbIE JOKYMEHTbl, C VYETOM KOTODbIX Oyzaer
paspabateiBarbest C3ITOH, u npuHmMaTbhes B 3xkcrtyaraumio UCITH;

—~ KOHKpeTusauuo Mmeponpusatuii 1 tpedtosaduit K C3T1H;

— COCTaB U cogep:kaHue paboT no stanam paspaborku u BHeapenus: C3T1H;

— repeyveHb NpeAnosaraeMbixX K MCNOMb30BaHUIO CepTUOUMIIMPOBAHHbBIX CPeACTB
3aMUThI UHGOPMALMMN.

3.8. Oran 2. IlpoextupoBanue C3I1[JH, 3axkynka, yCTaHOBKa, HACTpoyika ¥
ONbITHAs SKCIITyaTalusl HeoOXOAMMbIX CPEACTB 3alUThl MHGOPMALIUN,

3.8.1. Cospanme C3II[H saBasgercs HeOOXOAUMbIM YCAOBMEM OOECMeYeHUs
6esonacHoctyt I1lH, B TOM cCiyyae, eciu CYILIECTBYIOLIME OpPraHM3auMOHHDbIe U
TEXHUYECKMe Mepbl obecrevenus 6e30MacHOCTM He COOTBETCTBYIOT TpeBOBaHUSAM K
obecnieyenuio GesonacHocty [TJH mJis COOTBETCTBYIOLIErO YPOBHS 3alUMILEHHOCTU
HOa npu ux ob6paborke B WCIIIH u (wi) He HeNTPaaM3yioT BCeX Yrpos
6esonacHoctu 111 nns nannon UCTT 4.

3.8.2. Texuuueckue wmepbi 3aumtbl [IJIH TpennonaraloT WMCNOJb30OBAHUE
NporpaMMHO-aniapaTHbix CpeacTB 3awmThl uHbopmauuu. [Ipu obpaborke [1HH ¢
VICITONb30BaHMEM CPEeNCTB aBTOMaTU3alMM NpPUMEHEHWEe TEeXHUUECKUX Mep 3aliuTbi
ABAsleTcs 00s3aTe/NbHbIM YCAOBMEM, a WMX KOJMYECTBO WM CTENEeHb 3alUThbl
onpenesigseTrcs B TNpouecce MNPeanpoekTHOro obcaeaoBaHus WHGOPMaLMOHHBIX
pecypcoB  yupeXxpgeHus. llpumeHeHue  TeXHMYECKMX  Mep  [O/DKHO  ObITh
perjiaMmeHTUPOBAHO JIOKAIbHbIM aKTOM YUPEXKIEeHUS.

3.8.3. CpencrBa 3aumtbl  uHbopmauuyu, npumensembie B HWCIIOH, B
YCTAHOBJIEHHOM TMOPAAKE TMPOXOAAT TNpOUeAypy OUEHKYW COOTBeTCTBUS, BKJIOUAs
ceptnduKauuo Ha COOTBETCTBIE TPeOOBaHMUIM 110 0e30MnacHOCTM UHGOPMaLIUK.

3.8.4. Ha cragmm mnpoektupoBauus u cospanva C3[T0x gna WUCILOH
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YYpEeXAeHUS NPOBOASTCS C/IeNYIoMe MepONpUsITUS:

— pa3paboTka TexHuuyeckoro npoekta C3I11H;

— npuobpeteHune (npu HEOOXOAMMOCTM), YCTAHOBKA M HACTPOMKA CEepUITHO
BbIITYCKAaeMbIX  TeXHUYECKUX cpeacts oOpaboTku, mnepegauyu U XpaHeHUs
mHpOpMaluu;

— pa3paboTka MeponpUsSTMII MO 3aluTe MHGOPMAUMMU B COOTBETCTBUM C
npeabaBAsIeMbIMU TPeOOBAHUAMM;

— npuobpereHue, yCTAHOBKA U HACTPOUKA CepTUDUUMPOBAHHBIX TEXHUYECKUX,
NPOrpamMMHbIX U MPOrpaMMHO-TEXHMUECKUX CPeACTB 3aimTbhl MHGOpMauuy, B TOM
yycse (npy HeoOXOAMMOCTU) CPeACTB KpunTorpadueckoy 3ammTbl MHbOpMaumuu;

— peanu3alus paspeuiMTenbHON cucTeMbl aocTyna noJibzoBarenein UCIHOr «
obpabarbiBaemont B UCITIH undopmaunu;

— MOJArOTOBKA 3IKCIUTYaTalMOHHON AOKYMEHTAalMy Ha MCHOJib3yemMbie CpeAcTBa
32Tl MHGOpMaLUK;

~ KOppPEeKTUpOBKa (mononxenue) OpraHu3aluMOHHO-PaCIOPASUTEIbHOM
NOKYMEHTAIMY B YaCTH 3aLUUThI MHDOPMaLIUN.

3.9. 2tan 3. Beog UCTIIn ¢ C3IT[IH B NpOMBILIJIEHHYIO 3KCITIYaTauMio.

3.9.1. Ha crapguu sBoga B UCITIn (C3ITAH) ocyiiecTBasiioTCs:

— ONbITHasT SKCIUIyaTauus CPepsCcTB 3aluTbl MHPOpMauMu B KOMIUIEKCE C
ODYTUMM TeXHUYECKMMM ¥ HPOrpaMMHBIMU CpeACTBaMM B UessIX [POBEPKU UX
pabotocriocobHocTy B cocrase MCITIH (nipy HeobxoaumMocCTH);

— IPUEeMO-CAATOYHbIE  UCMBITAHWS  CPeACTB  3aUIMThi  MHpOpPMaUMUM MO
pesyJibTaTaM ONbITHON 3KCIIyaTauuu (rpy HeobXoAMMOCTN);

— KOHTDOJIb  BBIIOJIHEHUST TpeboBaHUIl (BO3MOXXHO T[IpOBefeHue AaHHOro
KOHTPOJIA B BUJe aTTecTaluun no rpebosanusam 6esonacHocty I11H).

3.9.2.  KoHTpoJib 3a BbINOJHEHUEM HACTOSHIMX TPeOOBAHUI OpraHusyeTrcs u
NPOBOAUTCH yupekzaeHueMm (yNnOoJSHOMOYEHHbIM JIMUOM) CaMOCTOSITE/IbHO U (M) C
npuBJieYeHreM Ha JOrOBOPHOW OCHOBE IOPMAMYECKUX JIML W WMHIAMBUIYaJIbHBIX
npeAnpyHUMaTese, MMeIoWMX JIMLEH3MIO Ha OCyUIecTBJieHue [OesSTe/JbHOCTH 10
TeXHUYECKON 3alliuTe KOHPMAeHUMaIbHOW MHGOpMauMu. YKa3aHHBIM KOHTPOJIb
NpoBOAMNTCS He pexke 1| pasa B 3 roga B CpOKM, OnpepesisieMbie YIPeKAeHUEeM
(YyNOJIHOMOYEHHBIM JIMLOM).

4. NTPOBEJEHUWE PABOT ITO OBECIIEYEHWIO BE3OITACHOCTH
NEPCOHAJIbHbIX JAHHBIX

4.1. IlpoBenene BHYTpPEHHMUX MPOBEPOK pexxuma obpaboTku u 3aumTthl [I1[1H B
yUpeXJeHUU TIpeayCcMaTpuBaeT:

— Oofnipefe/ieHue  JiML, OTBETCTBEHHBbIX 33 OCYIECTBJIEHME BHYTDEHHEro
KOHTpOJISt  CcOOTBeTCTBUSL  0b6paborku Illn B yupexxgenuu  TpebBoBaHMAM,
yCcTaHOBJIeHHbIM DenepasibHbiM 3aKOHOM «O NepCcOHaIbHbIX NaHHBIX» U IPUHSATBIMU
B COOTBETCTBMM C HUM HOPMAaTUBHbIMM IPABOBbIMY aKTaMUu;

— YTBepsKJeHue NpaBusl OCYyLIeCTB/IeHVsI BHYTPEHHero KOHTPOJISi COOTBETCTBUSA
obpaborku  II[IH  TtpeGoBauuaMm, ycTaHoBjeHHbIM  (DegepasbHbIM  3aKOHOM
«O riepcoOHa/IbHBIX HAHHBIX» YU MPUHATBIMU B COOTBETCTBMM C HUM HODPMAaTUBHBLIMU
NPaBOBLIMY aKTaMM;

~ YTBep)KAEHME Ha IUiaHupyembiit nepuon (rol) pacnopsbkeHuem Moapa
ropogckoro okpyra CTpe)keBOy TiaHa NpoBeAeHus] BHYTPEHHUX HPOBEPOK pPeXyMa
o6padoTku M 3amiyThl ITIH B yupexxaeHun.
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4.2.Tlpu  HeobxomumocT¥ K  TIpoBedeHMIo  pabor no  obecrneyeHuio
6esonacHocty [1IH MmoryT npuBexarbcs CreUMaiM3MpOBaHHble OpraHmsalum,
umeromue smpensuio OCTIK Poccun Ha ocyuiecTsieHue OeATebHOCTU 110
TEXHMUECKON 3aijyTe KOHPUAHUMATbHON UHPOPMALMHU.

4.3. B coorBerctBuu ¢ Tlocranosnenuem IlpaButenbcrsa Poccuitckon
Denepauyu ot 16.04.2012 Ne 313 «O6 yrBepikaenuy Ionoxenus o auieH3npoBanum
JeATeNIbHOCTY IO pa3paboTke, MPOM3BOACTBY, PACHpOCTPaHEHMIO WIMU(POBATbHbIX
(xpunrorpaduueckux) CpeacTs, MHGOPMALVOHHbIX CUCTEM U
TEJIEKOMMYHUKALMOHHBIX CUCTEM, 3alMIIEHHbIX C MCNOJb30BaHueM M POBaIbHbIX
(kpunTorpadmuueckux) CpeacTB, BbITOJHEHMIO pabOT, OKa3aHUIO yCayr B 06J1acTH
mudposanus  MHGOPMAUMM, TEXHUUYECKOMY  OOCIYKMBAHUIO  HIMGBPOBANbHBLIX
(kpunTorpapuueckunx) CpencTs, MHPOPMAaLMOHHbBIX cUCTeM U
TEJIEKOMMYHMKAUMOHHBIX CUCTEM, 3alIMILEHHbIX C MCIIOJb30BaHueM HimdpoBaibHbIX
(xpunrorpadpuueckux) CpefctB (3a MCKJIIOUEHMEM CJlydas, eC/au TeXHMUeCKoe
obcnyskuBanue wWMGPOBAIbHBLIX (KpunTorpad@uyeckmnx) CpeacTs, UHGOPMALMOHHBIX
CUCTEM ¥ TEAeKOMMYHMKALMOHHbBIX CUCTEM, 3alUMIIEHHBbIX C MCHOJIb30BaHMEM
M poBaJbHbIX (KpUIITOrpaduyeckyx) CpPeAcTB, OCYLWIECTBAAETCS A obecrnedyeHus
COOCTBEHHBIX HYKZ I0PUANUECKOT'O Jmua 68 VHAVBUIYATBHOIO
npeanpuHuMaTess)», 1mpu HeoOXOOUMOCTM UCIoNb30BaHus npu cospanuu C3ITHu
CpencTB Kpunrorpaduyeckon 3awmMtbl uHOpMaLMM K OpoBeAeHMIO paboT no
obecneuennio  GesonacHocty [l yupekaenuio  HeoBXOAMMO — NpUBJEKATH
cneuyanuMsaypoBaHHble opranusaumy, umerowme subeHsuu @OCb  Poccuu  Ha
OCyuJecTB/ieHue paboT NO pachHpoCTPaHeHMIO WHGPOBaAbHBIX (KpunTorpaduyeckumx)
CPeAcCTB, NpefHa3HAUeHHbIX A8 3aumThl MHGOpMalUMM, He coAepsKalllen CBeaeHus,
COCTaBASIOUME TOCYJApCTBEHHYIO TaliHy, Ha OCYLUIEeCTBJIEHMEe TEXHUYECKOro
06CTY)KUBAHMS IMDPOBaNbHbIX (KpUNTOrpadmueckyx) CpefcTB, Ha OCYLIEeCTBIeHue
paboT no oxasaHmio ycayr B obsacty wmdpoBanus MHGOpPMaLMM, He COAepX auyx
CBeAEHUN, COCTAB/ISIONIMUX rOCYAaPCTBEHHYIO TalfHy.

5. PEHLHEHUE BOIIPOCOB OBECIHEYEHWSA BE3OITACHOCTHU
INEPCOHAJIBHbBIX JAHHBIX B AMHAMWKE U3BMEHEHUSA
OBCTAHOBKU N KOHTPOJIA OODPEKTHBHOCTU 3ALLIUTDI

5.1. Mopepuusaums C3ITn mnas dyuxumonupyiowmx MCITIn yupesaeHus
JO/KHA OCYLLIEeCTBSITLCS B Cyyae:

— u3meHeHuss cocraBa wau  crpyktypel  MCITIH  wmam  rexHuueckmx
OCODEHHOCTEN ee MOCTPOeHMUS (M3MEHEeHMUs COCTaBa MM CTPYKTYPbl MPOrpamMMHOIO
obecnieveHns, Texuuyeckux cpencts odbpaborky 111, Tononoruy MCIHIH);

— u3MeHeHus cocrasa yrpos 6esonacHocty [1JJH B UCITR;

— u3MeHeHus ypoBHs 3aumiiennoctu ITJIH npyu ux obpadorke B UCITH;

— OPOYMX CAYyUasgxX, N0 pelieHNIo YIPeKAeHUS.

5.2. B uensix onpepeneHuss HeoOXoAMMOCTH AOPAOOTKM (MOAEPHM3aLMM)
C3I1/11 He peske OQHOIO pasa B I'Ofl OTBETCTBEHHbIM 33 opranu3saipio oopadorku I11n
OO/UKHE MpoBOAMTLCS npoBepka cocraBa u crpykrypel MCIIH, cocraBa yrpos
6esonacHocty [111n B UCITIH u ypoBusa sauwpmenHocty [1In npu ux obpaborke B
VCTTH, cobmopennsi YCAOBUI MCHOJNB30BaHMS CPEACTB 3allMTbi MHGOPMALIUM,
NpPenyCMOTPEHHbBIX SKCIIYAaTalMOHHOM Y TeXHUUYEeCKON JOKyMeHTaluel. Pe3y/ibTaTsl
npoBepky OQOPMISIOTCS aKTOM MNPOBEPKM U YTBEPXKAAIOTCH  PYKOBOAMTE/IEM
YUPEXKAEHMSI.
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5.3. AHanu3 MHLUIEHTOB 6e30MacHOCTY HIn u cocraBienue 3aKIIOYEHUN B

006513aTeNIbHOM MOPSAKE [AOJKHbL NPOBOAUTLCA B CJiyyae BBISBJACHUSI Cnemy ermpia
bakTos:

— HecobJIIoaeHye yCaosmit xpaHeHns Hocureneit ITIH;

— UCIONb30BaHue CPeACTB 3alUMThl MHOOPMAUMM, KOTOPhIe MOTYT NPUBECTU K
HapYILIeHUIO 3aJaHHOTO YPOBHS 6e30nacHOCTH (KOHOUAEHIMAIBHOCTD/
LeJIOCTHOCTL/AOCTYIHOCTb) T1JJH MM  ApYyruM  HapyLIeHMAM, NpPUBOISIIMM K
CHVDKEHMIO YPOBHS 3aiuuiteHHoCTH [1/1H;

— HapyuleHue 3aaHHOTO YPOBHS 6e30macHOCTH Mu
(KOHUAEHIMAaNbHOCTb/ LIENOCTHOCTL/JOCTYIHOCTD).



